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1. VPN &iZ

VPN(Virtual Private Network) E13/N D%y N =V EBETHHA >F—F v b
ST, BENLZGRICHZ2O0—RIVITU TRy hT—2 (LAN) A+t 2% IT#
T DEMOBRHTT, ERoAtEMARTOXOZENENDRY BT —2
Atz2#ERL, BEND DOy hT -V ORKICEM T H5ENITRICANTZL
SORARYy bAABHODET, ZOHFMEZIEHLT, HESHEHIAZEENITHTNHS
HTH, GENBRUBEOFENLANIZERETZ ZENTETIE NS WS F
RAHENRRICRDET, ZOoXSExy hT— HEifizERL T, HoRM
HKZD T2 ENBVWHEREZTL V-V EE0VET. (K1SH)

HARGY—IUCUE— FFPIRA,
BEFY bV —APESHBICERTE

BEPC. &% §

M1 VINzRALLETLT—27OH

CORBEERITLIEEELL TREEHRTE > — T3 Juniper £ @D SSG 5 & W 5
BEEBALELE, CO®HBEZFALTEF 22U 57 1 @& W IPSec VPN B 5 %
BEL, FIHTES2EXDICWAELELAEDOTUTIZHHLET, B
Windows2000/XP/Vista 2512 H fZ# T IPSec VPN 2 FI 9 27290 DY 7 b7 = 7 N4
HINTWETHN, GEFHTSSSGHIF s ICEmWtEFal) T 2E TS
OEREY T NNHFEHTEERAL. TOLDUTIHHATSY 7Y
NetScreen-Remote] Z 1 > A h—J)L L, WYUK EITHI2LENHDEXET., 2
TRZOMEZHHAL £9.
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REMNHDET,

BENFTINEZEGE, 1AMV IIHELRTOT I LEN REINDOD
T, UTFTOFBEIZEXOA A=V EITWET, L, 1A= I)VITHER
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3. NetScreen-Remote Ver.9.0r4 O 1 > X b — )L L &7E

X9 5 0S 1E 2010 4 5 H BE Windows2000, XP(SP2)/Vista (HomePremium/
Business/ Ultimate/Enterprise) T & U Windows7 121X JExt i T3 . (BElE K 5 1 )\
NHEINHbDEEDONET)
@ NetScreen-Remote @ 1 > X k —)b

NetScreen Remote ver. 9.0r4] 7 + )L % @ [NetScreen-Remote VPN Client 9.0r4.exe ]
2 TN Uy L ET. By b Ty THENEKRSNDSDT [Next] 227U v
7 LET,

Y Juniper IPSEC VPN Client 9.1 - InstallSnield Wizard = NetScraen-Remote Setup [

Welcome to the InstallShield Wizard

for Juniper IPSEC VPN Client 8.1 ﬁ el come tn lhe lnslal 13hield ¥izard fo
NetScreen-

The InstallShield Wizard(TM) wil help instal Juniper IPSEC
WPN Client 9.1 on your computer. To continue, dick Next.

ThILII’Sh \dRW ard w IIilH
tcre - R ur comput

e
it i Ith

Cancel




TAL D AHHEEHE THNEZMHE L T [Yes]

27Uy I LET,

NetScreen-Remaote Setup

License Agreement

Please read the following license agreement
careful ly.

Fress the PAGE DOWN key to see the rest of the egreement.

[Juniper

SOFTWARE LICEMSE AGREEMENT

IMPORTANT -

OR USING THIS SOFTWARE. BY DOWNLOADING OR IMSTALLING THIS SOFTWARE,

'VOU ACKNOWLEDGE THAT YOU HAVE READ THIS LICEMSE AGREEMENT, THAT vOU
UNDERSTAWD IT, AMD THAT YOU AGREE TO BE BOUWD BY ITS TERMS. IF YOU DO

0T AGREE TO THE TERMS AND CONDITIOMS OF THIS LICENSE AGREEMENT, YOU

HAY NOT IMSTALL DR USE THIS SOFTWARE.

1. Grant of License for Personal Use.

Safelet, Inc. ("SafeMet”) srants vou a non-exclusive, non-transferable
license to use the program with which this license is distributed (the -

Do vou accept all the terms of the preceding License Azreement? If wou
choose Mo, the setup will close. To install Net3creen-Remote, wou must
accept this agreement.

READ THESE TERMS CAREFULLY BEFORE DOWNLODADIMG, INSTALLING |;\

|
ﬁ [lduniper

Program will be installed with the most common options.
Recommended for most users.

NetScreen-Remote Setup

Setup Type
Choose the sstup type that best suits your needs.

Click the type of Selup wou prefer.

Program will be installed with all components supported on
his system.

" Express

¢ Custom  You mey choose the options you want to install. Recommended
f

or advanced users.

Destination Folder
[ C:¥Program Files¥Juniper¥NetScreen-Remote

Browse... |

InstaliShield

< Back fes Mo

< Back Next > I Cancel !

& = —— e -]

Setup Type {3 #E 1 > X k — )l [Typical] % #ER L T [Next]
T340 —HEBENERINDSDT [Next] 227U v 27 LUET,

27U v I LET,
InT

A ARV T TY, [Finishl2#H L THESH L T Z I W0,

@ a7 aloORE
NetScreen-Remote % i€ &) L T

Connection| & 7 X [New Connection |

f‘ Security Policy Editor - NetScreen-Remote
|[Eile Edit Options Help

|—My

EHE7 Uy 7L,
ZIER L £7,

Connection | Add] —

28| e X |E
Metwork Security Paolicy
-] My Gonnections

-y New Connection
| i ther Cionnections

ES Yoy
- ID Type : ['IP Subnet |

—Connection Security

T Juniper Bﬂ
|

& Secure =t [~ Only Connect Manually
" MNon-zecure %
" Black
—Remote Party Identity and Addressineg
ID Type [P Subnet |
Subnet: |1'.-"2.'20DD
Maszk: |'255.'255DD
Pratacal [All ~|  Pot A =]
W Use jSecure Gateway Tunnel _v_!
ID Type |IP Address -]
I‘I 723135264

+ Subnet : [172.20.0.0] (NetScreen ® Trust | v T —2Z7 7 KL X)

« Mask : [255.255.0.0

- Connectusing : F v 7 &2 ANET,



« ID Type :

®

- Phase Negotiation Mode :

Security Policy ® #% &

5l Security Policy Editor - NetScreen-Rem

L Ry
File Edit Optiens Help

202.242.38.61] (NetScreen ® Untrust |7 0 —/)N)L 7 KL )

a

Metwork Security Policy

& Juniper

S

E-_1 My Connections

: EI@ Mew Connection
My Identit
.

5."1__- Security Policy

------ ‘& Other Conneciions

L

—Security Policy
Select Phase 1 Meeotiation Mode
= Main Mode
* fgeressive Mode

" Uze Manual Keys

v Enable Perfect Forward Secrecy (FFSE

PFS Kew Group |Diffie—HeIIman Giroup 2

¥ Enable Replay Detection

=l

- Enable Perfect Forward Secrecy(PFS) : == v 7 % ANN£ 7,
+ PFS Key Group : Deffie — Hellman Group 2

@

[My Identity ® & & ]

i Security Policy Editor - NW -

File Edit Options Help

Aggressive Mode (PC fll B IP ¥ B L X % A %F )(Phasel)

- Select Certificate :
« ID Type :

a

Metwork, Security Palicy

& Juniper

S

=1 My Cannections
. 4By Mew Connection

None

[E-mail Address] & L,

— My Identity
Select Certificate Pre-Shared key |
INone LI
ID Type Part
[E-mail Address -] [l =1
luser'l @tsuyama-ctac jp
—Secure Interface Configuration
Wirtual Adapter !Disabled LI

~Ihternet Interface

Mame Ip,ny

IP Addr I Ay

[userl@tsuyama-ctacjpl & AL £,

(SSG



T#HEL 7 E-mail Address E & E£9)

®  [Pre — shared Key @ 2% & ]
[My Identity ® #% @] W4 @D [Pre — shared Key] "% > Z2#H L £7,

- [Enter Key]#Z #f L, Pre-shared Key (8 XXFLL E) Iz [ (BREKT D)8
7—R)| EANEOKIARY > 2L ET, (SSGEFEUFREICL ET)

Pre-Shared Key . ﬁ

—Enter Pre—Shared Key (at least 3 characters)

Thizs key iz uzed during Authentication Phaze if the
Suthentication Methad Proposzal is * Pre—Shared key”™.

i*******ﬂ

8] .4 ! Cancel

® [Phase 1 ® % F] (Xauth 2 F|H T 5 E)
Xauth (IKE T3> T —3 3 2>) &3 VPN 2B 51l “2— "
T5HETT, TNERETHIEICEDEFaYF oMb NET,

{™ Security Policy Editor - MetScreen-Remote

Eile Edit Options Help

alm|[x|al 4[4 @duniper  kN|
Network Security Palicy
= | My Connections Authentication Method and Alsorithms
=1 gy New Connection
3 by Tdentity Suthentication Method
-1 & Security Policy [Fre-Ghared Key: Extended futhentication =]
- & Authentication (Phase 1}
[ F'rd:n-:s-:l 1
=TT Rey Exchanaes (Fhase o7 T ey Exchange S Encryption and Data kwtearity Algorithms
i Oﬂ-erConEﬁme =l Encrypt Ale | Triple DES -
Hash kg [0S =
Seconds
SA Life [Unspecified = |

Eey Group  Diffie-Hellman Group 2 = |

RNWHATHALERTOAEELET,
- Authentication Method : Pre-Shared Key ; Extended Authentication

* Encrypt Alg : Triple DES



- Hash Alg : MD5
+ Key Group : Diffie-Hellman Group 2

@ [Phase 2 @ 2% & ]

-
il Security Policy Editor - NetScreen-Remote w -

File Edit Options Help

w18 oo ()

Metmork, Security Policy

Elh_l My Connections ~IPSec Protocols
=+¢Bly Mew Gonnection ) Seconds KBytes

"5 My Tentity SA Life IUnspecified LI | |

E@ Security Policy Compression [Nane ~]
=& Authentication (Phaze 1)
. [-] Proposal 1 [¥ Encapsulation Protacol (ESF)
Eﬁ Kev Exchange (Phaze 2) Erivpt Al ITripIe DES 'I

D Propozal 1 Hash Ale TR =

----- % Cither onnectionz

Encapzulation ITunnE| - I
[~ Authentication Protocal (AH)

Hazh Ale ISHFH > i
Encapsulation ITunnel ¥ i

+ Encrypt Alg : Triple DES
- Hash Alg : MD5

+ Encapsulation : Tunnel
REMKED > =5 [File] — [Save] THREZRFL L7,

4. VPN O i 5 ik

F A7 bw JTEHEA T O [Netscreen-Remote] 7 2> %47 YU w7 L, [Connect]
— [My Connections¥New Connection] %= ZR L £9, (FHD/)Nv F 7 7 1)L VPN
fbat] ZHEL TWET,)

Security Policy Editor...

Certificate Manager...

Deactivate Security Policy
Reload Security Policy

Disconnect... 3
Connect... 3

: My Connections¥New Connection

Log Viewer...
Connection Monitor...

Add-ons
Help
About NetScreen-Remote

Remove Icon

"% Log Viewer - Net...



I—HYRIAEETOBEEDNERINET,
s I —H 4

s )NA T — R 22?22

ZAN%, [OKIZ# L £9,

i User Authentication for Mz Connections¥New Connection ,

Please enter Uzemame and Password

zername: Itsuna[ﬂ

Pazsword:

Cahcel |

BEHRARNTLEERDA Yy - NERINET,

Manual Connection

Successf{}ﬂy connected to My Connections¥Mew Connection

BHoOW#ETT A7 by THE A KO [Netscreen-Remote]| ¥ 1 A > &2 H7 1) v
7 L, [Log Viewer]Z #iR L £ 7,

LLF @ & 9512 New Connection - Loading IPSec SA 73 /;x S NLIUL RN T,




Glear Freeze | Save Log | Print |

12-0%:

12-09: 1237:22875 My Connections¥Mew Connection - RECEIVED<C ISAKMP QAK INFO *(HASH, NOTIFY:R_U_THERE_ACK=45795000 -~
12-09: 12:38:23715 My Connections¥Mew Connection - SENDING>>»> ISAKMP OAK INFO #(HASH, MOTIFY:RE_U_THERE REQUEST=43755930)

12-08: 12:38:23 715 My Connections¥Mew Gonnection - RECEIVED<<< ISAKMP OAK INFO #(HASH, MOTIFY:R_U_THERE_ACK=48735930;)

12-09: 12:39:24 555 My Connections¥Mew Connection — SENDING>»»> ISAKMP OAK INFO *(HASH, NOTIFY:R_U_THERE _REQUEST=4379500E)

12-09: 123224 585 My Connections¥Mew Gonnection - RECEIVED<<< ISAKMP OAK INFO *(HASH, NOTIFY:R_U_THERE_AGK=4879593E)

12-0%: 12:40:25395 My Connections¥Mew Gonnection - SENDING>>>> ISAKMP OAK INFO #(HASH, NOTIFY:R_U_THERE REQUEST=4579599F)

12-09: 12:40:25395 My Connections¥Mew Gonnection - RECEIVED<<< ISAKMP OAK INFO *(HASH, NOTIFY:R_U_THERE_AGCK=4879599F)

12-09: 12:41:26235 My Connectiong¥Mew Connection = SENDING>>>> ISAKMP OAK INFO #(HASH, NOTIFY:R_U_THERE REQUEST=48785940)

12-08: 12:41:26 235 My Connections¥Mew Connection - RECEIVED<<< ISAKMP QAK INFO *#(HASH, NOTIFY:R_U_THERE_ACK=48735940)

12-08: 124207075 My Connections¥Mew Connection - SENDING>>»> ISAKMP OAK INFO #(HASH, MOTIFY:R_U_ THERE REQUEST=43755941)

12-08: 12:42:27075 My Connections¥Mew Gonnection - RECEIVED<<< ISAKMP QAK INFO #(HASH, NOTIFY:R_U_THERE_ACK=48705941)

12-09: 12:43:58335 My Connections¥MNew Connection - Deleting IPSec S& (OUTBOUND SPI= A826F4 INBOUND SPI= GB41CTET)

12-09: 12:4358.335 My Connections¥Mew Connection - SEMDING>>>> ISAKMP OAK INFO #(HASH, DEL)

12-09: 14:05:42 061 My Connections¥Mew Connection - Ihitiating IKE Phase 2 with Client ID= (message id: 3ABG4EEC)

12-0% 140542061 My Connections¥Mew Connection - Initiator = [P ADDR=21023610546, prot =0 port = 10

12-09: 1405:42 061 My Connections¥#Mew Connection =  Responder = IP SUBNETAMASK=172200 0,285 26600, prot = 0 part = 0

12-09: 14:05:42061 My Connections¥Mew Connection - SENDING>>3> ISAKMP OAK QM *(HASH, 58, NON, KE, ID 2x)

12-09: 14:05:42093 My Connections¥Mew Connection - RECEIVED<{{ ISAKMP DAK QM #[HASH, S8, NOM, KE, ID 2x, NOTIF:STATUS_RESP_LIFETIMI
12-0%: 14:05:42108 My Connectionz¥Mew Connection —SEROTN [SAKMP OAK QM *{HASH)

12-09: 14:05:42155 My Connections¥Mew Connection Message ID = 3ABS4EEC OUTBOUND SPI= AS26FS INBOUND SPI= BA52( -
12-02: 1405:42155 F
12-0%: H 5:36 773 My Connections¥MNew Connection - SENDINGY > ISAKMP OAK INFO *(HASH, NOTIFY:R_U_THERE REQUEST=48796942)

0
06:36 773 My Connections$Mew Connection - REGEIVED<<< ISAKMP OAK INFO #[HASH, NOTIF Y R_U_THERE_ACK=48705347)

i o | =

é

5. VPN##HDHK T
F A7 bw 7H AR O [Netscreen-Remote| 7 2> %4 %~ Y w %~ L, [Disconnect]
— [My Connections¥New Connection] % #Z R L £ 7,

FETEHEHONY FT7714)0 TVPN# T bat) ZHEL TWET, VPN £
HICA > =3y bANDOERNMUNTLE> GG, O TIEXEZITWV—EST
Z2ICVPNEZKTLTHS, HLICVPNOERETWET., HREHICIRT >
AaCMEOSTNDHE, EHFICERTERBRVWENID D £,



XA 70V 7 bEEIALAITDNT
R AR TR

ERR21F3H4BIC, EVEEEMEREE A 70y 7 MEOM T, WD
12 ABHNPZDODEINE L, ZRIEEEL TIE, MEICHET 2 AITHL T
fHESINxr 70V 7 MOV T N 27 EFHTLHENESAZ T A
TUABKTY, AFESA > AZKOAEDHMB T THNIL, BHLTWLWEIA
70V 7 MHEEFOBRFN—Ta s 2HICHATEZIENTE, £, 2RNE
JTCRSBAFREONY DA A=)V LIEATAHIEDHTEET, 5 -
HEBRBEORECIL %AW TEIH—EAME, REIE -k EOMBY
BRADTSATDAORIK, S4B AEHMEFONLMNIEE T A N OBE,
BN 280 0N EFORBELZHNEL THWET,

MEHRDY T b

- 0ffice Enterprise 2007 (Windows 0S)
Word 2007, Excel 2007, PowerPoint 2007, Access 2007, Outlook 2007,
Publisher 2007, InfoPath 2007, OneNote 2007, Groove 2007, Communicator 2007

- 0ffice Professional 2003 (Windows 0S)
Word 2003, Excel 2003, PowerPoint 2003, Access 2003, Outlook 2003,
Publisher 2003

- 0ffice 2008 for Mac (Mac 0S)
Word 2008, Excel 2008, PowerPoint 2008, Entourage 2008

- 0ffice 2004 for Mac (Mac 0S)
Word 2004, Excel 2004, PowerPoint 2004, Entourage 2004

* Windows 7  CXWindows3@ & T7Y v F IV V—R/FI2T LV —REDHDHE
HiaDT, TERBISOTA L ARBHLTHE)

O Windows7 Enterprise

@ Windows7 Professional



* Windows Vista
@O Windows Vista Enterprise

@ Windows Vista Business

- Windows XP
@O Windows XP Professional

- Core CAL (Client Access License)

& 5 gt

1. ¥*KREHFNDOPC

BRI FTA A AT T, FRNICHEHAT —NZLS LT, 254
STEHEMULAZAN—INTELATLEZMARAAET, £1ZL, Fik2244H
KRBT, 274242 A= IVOME[FEEB I REMTH O, I H P IZHEM
HBIL5TETY,

XKELEBEDH, AT ATICLBA A= THIELET., KEOH -2
PCHi RIZDVDTY 7 b &A1 > A b= LT,

2. fEADPC

-DVDZEZHBAL THIEL TFI W, DVIDTDO AT ¢ 7HRFEIZEE, HB%K
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